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Host

miraestudio.id
IP address

172.67.164.162
Checked at

06-10-2026 12:36 WIB

RESULTS

Check Result Reference value Score Flag Weight

PQ key exchange X25519MLKEM768 standard ML-KEM, e.g. X25519MLKEM768 100 100

Certificate ECDSA 256-bit ML-DSA or SLH-DSA 65 L 60

SSH closed closed, or mlkem768x25519 + ed25519 without
RSA

100 50

TLS versions TLS 1.3 TLS 1.3 only 100 40

Composite score, partly ready 92/100 A

Score 0–100 per check. L: below the reference value. !: critical. Composite score = weighted average using the weights.

CONCLUSION

ATTENTION Classical certificate (id-ecPublicKey 256 bit)
Shor's algorithm breaks RSA and ECC alike; a bigger RSA key does not help. Prepare to move to ML-DSA
(FIPS 204) or a hybrid certificate once CAs issue them.

NOTE SSH closed
No public SSH surface on ports 22, 2222.

GOOD Standard PQ KEX (X25519MLKEM768)
The server accepts ML-KEM key exchange (FIPS 203) in TLS 1.3, so session secrecy is PQC-ready.

TECHNICAL DETAILS

Certificate CN = miraestudio.id

Issuer C = US, O = Google Trust Services, CN = WE1

Key id-ecPublicKey 256 bit | signature ecdsa-with-SHA256 | valid until Nov 08 07:24:38
2026 GMT

Chain validation trusted

PQ key exchange X25519MLKEM768 (supported), SecP256r1MLKEM768, SecP384r1MLKEM1024, MLKEM768,
MLKEM1024, X25519Kyber768Draft00 (supported), X25519 (supported)

TLS versions 1.3

SSH closed on ports 22, 2222

References: NIST FIPS 203 (ML-KEM), FIPS 204 (ML-DSA), FIPS 205 (SLH-DSA), NIST IR 8547; RFC 10024 (hybrid ML-KEM for TLS 1.3); RFC 8446;
RFC 8996; BSSN, Post-Quantum Cryptography Migration Guide v1.0 (2025).
Method and reference values: https://sec-scan.miraestudio.id/en/methodology


